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1     Introduction
1.1. This is the policy on ICS Joined Intelligence Dataset access and use, herein referred to as the Dataset.
1.2. LICB, as the legal entity, has permission under its Data Sharing Agreement with NHS England, to share data received from NHS England with members of Integrated Care Systems (ICS) and General Practices and to support the commissioning of health and care services.
1.3. Any organisation or user wishing to access the Dataset will be required to agree with the terms of the associated Sub-licence Agreement with the LICB.
1.4. This policy document will become part of the LICB’s corporate information once formally approved.

2	Purpose
2.1		To maximise the value of the Dataset in informing the commissioning of health and care services in Lincolnshire.
2.2	To ensure the accountability, responsibly and commitment of all system partners in relation to the Dataset 	which will be provided by the LICB to organisations and Users under this license agreement.
2.3	To outline the security principles and requirements with which the LICB, approved organisations and Users must comply.
2.4	To set out the audit rights of the LICB and NHS England.

3   	Scope
3.1   	This policy applies to all employees (permanent, seconded, contractors, management and clinical trainees, apprentices, temporary staff, and volunteers) of the LICB. Third parties with whom the LICB may agree information sharing protocols will be governed by the associated information sharing agreements and will be made aware of this policy.



4     Roles and Responsibilities   
[bookmark: _Hlk130227049]4.1.	     LICB SIRO (currently the Director of Finance) will have oversight and overall    
		responsibility for this policy.
[bookmark: _Hlk130227131]4.2.	   LICB shall reserve the right to monitor, record and audit, or request a written report    
           from, any organisation which is granted access to the Dataset regarding the use, and    activities relating to the use, of the Dataset by users within their organisation.
4.3	    	 LICB reserves the right to withdraw access temporarily or permanently to the Dataset
		    where it believes an approved user is not in compliance, or does not intend to comply, 
   	     with the terms.
4.4 	Integrated Care Service (ICS) Sub-Licensing Approval Group will approve organisational access to the Dataset in line with NHSE guidance, contractual agreements, and this policy, and will approve delegated authority to named individuals within those organisations to approve their users and ensure compliance on behalf of their organisation.
4.5	     Each organisation granted access to the Dataset will be responsible for its own 
users’ access and use and will inform the LICB PHM Programme team of any users who no longer require access with immediate effect, additionally auditing starters, and leavers on at least a quarterly basis.
[bookmark: _Hlk130896269]4.6	Each organisation granted access to the Dataset will update its privacy notice to 
inform 	the public of any new data processing.
4.7	Any organisation granted access to the Dataset will take the following immediate actions upon becoming aware of a data breach, or potential breach:
a) Notify Population Health Management Programme Team and NHS Lincolnshire Information Governance generic inboxes:
· licb.phm.lincs@nhs.net
· agem.lincs.ig@nhs.net.
b) Assess whether a “Serious Incident Investigation report should be made, and,
c) If a report is required, follow the outcome under that report.
[bookmark: _Hlk130229081]4.8 	 Users will only access, process and use the Dataset, and any outputs derived from it, in accordance with the terms of this policy and associated sub-licences and user access agreements, and with due regard to all applicable law.
4.9	Completion of mandatory Data awareness training to be completed by all users. The application process will require all users to complete the required NHS information governance training and to provide the organisation approver with evidence that they have kept this educational requirement updated as per mandatory training requirement.	
4.10   	 Lincolnshire ICS IG Collaborative will act as a sounding board and provide challenge. 
	     to the policy and processes in relation to access and use of the Dataset at the outset  
           of the arrangements and where any change to the policy and associated guidance is  
            proposed.
4.11   Re-identification of data is only permitted for the purpose of direct care, where it may only be re-identified and shared with those health or care professionals who have a legitimate relationship to the patient and a legitimate reason to access the data.
4.12	The ICS Joined Intelligence Dataset Sub-licensing Group will be responsible for approval of the organisations and their individuals who are able to make re-identification requests.

5	Equality and Diversity Statement 
5.1	The LICB aims to design and implement services, policies and measures that are fair 	and equitable. As part of its development, this policy and its impact on staff, patients 	and the public have been reviewed in line with the LICB’s legal equality duties.
5.2	In conducting its functions, LICB is committed to having due regard to Section 149 of the Equality Act 2010 (the Public Sector Equality Duty). This applies to all the activities for which the LICB is responsible, whether internal or on behalf of customers, including policy development, implementation, review, and evaluation. This document has been designed to ensure that, in any development or review of LICB policies, equality aspects are considered so that no-one is adversely affected by the new or reviewed policy.
           Equality Impact Assessment (EIA) – Appendix B 


6	 Communication, Monitoring and Review
6.1		The Population Health Management programme team will establish effective arrangements for communicating the requirements of this policy and will provide guidance and support to users in relation to their responsibilities, referring for LICB IG advice where required.
6.2	Monitoring of the effectiveness and use of this policy and associated agreements and guidance will be through independent review.
6.3 	This policy will be reviewed upon legislative change, proposed amendment, or every three years, whichever is soonest.

7     Staff Training  
7.1	All individuals approved for access to the Dataset will be required to undergo training on user requirements and Dataset use.
7.2	Any individual who has queries regarding access to, and use of, the Dataset or the content of training or guidance should contact the PHM Programme team - licb.phm.lincs@nhs.net.



8	Glossary
8.1 	Acronym definitions:
		Acronym
	Definition

	LICB
	NHS Lincolnshire Integrated Care Board 

	ICS
	Integrated Care System 






Appendix A
Policy Checklist
This checklist is to be used as a guide to check all draft policy documents that submitted to 
NHS Lincolnshire ICB for approval. 

	Document Title
	ICS Joined Intelligence Dataset Access & Use Policy 

	Author(s)
	Sarah Ackrill, Katy Hardwick 

	Date Submitted for Approval
	 19th May 2023 



	
	Section 1 – Document Format
	Yes
	No
	N/A

	1
	Has the policy been formulated using the agreed ICB template?
	√
	
	

	2
	Is the title of the policy clear?
	√
	
	

	3
	Is the language used in the policy clear and easy to understand?
	√
	
	

	4
	Is the policy clearly dated?
	√
	
	

	5
	Are author/s clearly identified?
	√
	
	

	6
	Has the target audience been identified and is correct and appropriate?
	√
	
	

	7
	Does the policy have an index/content list?
	√
	
	

	8
	Are all pages numbered?
	√
	
	

	9
	Are all paragraphs and sub paragraphs numbered?
	√
	
	

	10
	Are all appendices clearly numbered?
	√
	
	

	11
	Are all appendices appropriately referenced within the text of the policy?
	√
	
	

	12
	Have bullet points been used appropriately, for example short lists and not for paragraphs?
	√
	
	

	13
	Is the policy free from typos and grammatical errors?
	√
	
	

	14
	Are tables, charts and graphics used easy to follow?
	
	
	√

	15
	Where appropriate have, flowcharts been used to clarify key issues or processes?  
	
	
	√

	16
	If YES, are these flowcharts clear and easy to follow?
	
	
	√

	17
	Have all quotes within the policy been clearly referenced?
	
	
	√

	18
	Does the policy have appropriate version control?
	√
	
	

	19
	Does the policy identify a suggested review date/frequency?
	√
	
	

	20
	If YES, is this appropriate?
	√
	
	



	
	Section 2 – Document Content
	Yes
	No
	N/A

	21
	Does the policy have a clear statement which explains why it has been developed?
	√
	
	

	22
	Does the policy reference national legislation and/or agreed current best practice?
	
	
	√

	23
	Are the references listed up to date and appropriate?
	
	
	√

	24
	Does the policy appropriately reference other ICB policies/strategies?
	
	
	√

	25
	Does the policy explain how it fits in with the work of the ICB strategic plans/priorities?
	√
	
	

	26
	Does the policy outline any benefits to patient care?
	√
	
	

	27
	If YES, are details of these detailed within the additional supporting information?
	√
	
	

	28
	Does the policy outline any potential or actual risks to patient safety?
	
	
	√

	29
	If YES, are details of these detailed within the additional supporting information?
	
	
	√

	30
	Are the necessary resources (including training) to implement this policy clearly identified?
	√
	
	

	31
	If YES, have these necessary resources (including training) been funded?
	√
	
	

	32
	Has appropriate consultation taken place, involving relevant service users and stakeholders during development of the policy? 
	√
	
	

	
	Section 2 – Document Content
	Yes
	No
	N/A

	33
	Is the policy supported by an Equality Impact Assessment?
	√
	
	

	34
	Has the policy been reviewed and supported by a member of the Equality and Diversity Team?
	√
	
	

	35
	Is the policy supported by a Quality Impact Assessment?
	
	
	√

	36
	Has the policy been reviewed and supported by a member of the Quality Team?
	
	
	√

	37
	Is the policy supported by a Health Inequalities Impact Assessment?
	√
	
	

	38
	Has the policy been reviewed by a member of the Equality and Diversity Team?
	√
	
	

	39
	Has the policy been supported by the Equality and Diversity Team?
	√
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Equality Impact Analysis Form 





Project Details
Project Name:	ICS Joined Intelligence Dataset Access & Use Policy 
EA Author:	Sarah Ackrill, Katy Hardwick 
Team:	Population Health Management Programme Team 
Date completed:	14th April 2023  
Version:	 1 


What is the aim of the project/proposal?
Provide a framework for approving access to our existing ICS joined intelligence dataset.		Population Health Management is a whole system approach to intelligence-led decision making.
Combines clinical, service, and financial data with intelligence on places, communities, behaviours and lifestyles, and the wider determinants of health, alongside subject expertise, and patient voice.
It identifies sub-groups of the population that may have a more beneficial health outcome through (clinical and non-clinical) interventions for certain pre-determined problems or conditions. 
It facilitates the sharing of information, intelligence, expertise, and finance across the whole system, and sometimes outside of it, to improve decision quality and outcomes for the individual, the population, and the system, reducing demand on health and care resources.		The ICS dataset has been brought together through the PHM programme and is designed to support the identification of population need, including health inequalities, in the planning, commissioning and delivery of health and care. 		This policy does not relate to the direct provision of health and care service to the public. It instead relates to the approval process for the provision of system analysis.	


Who will be affected by this work? e.g., staff, patients, service users, partner organisations etc.
Those with roles as defined in the ICS Joined Intelligence Dataset Access & Use policy, SIRO for PHM programme, the ICS Joined Intelligence Dataset Sub-licensing Group, staff approving access and accessing the dataset across the approved organisations. 
Stage 1, Scoping point	Is a full Equality Impact Analysis required for this project?	You should consider whether a full EIA is required, referring to the relevant guidance for information and guidance on making this decision. 	It is important this decision is made with an open mind and correctly, advice should be sought from the EIHR team if you are unsure.
Yes	þ		Proceed to the full Equality Impact Analysis form	No	o		Explain why further analysis is not required. 
If no, explain below why further Equality Impact Analysis is not required. E.g., ‘This report is for information only’ or ‘The decision has not been made by the ICB’ or ‘The decision will not have any impact on patients or staff.’  (Very few decisions affect all groups equally and this is not a rationale for not completing an EIA.)
	


Equality Impact Analysis Form

If at an initial stage further information is needed to complete a section, this should be recorded and updated in subsequent versions of the EIA. An Equality Impact Analysis is a developing document, if you need further information for any section then this should be recorded in the relevant section in the form and dated.

1. Evidence used	To demonstrate that the decision made has been informed you should include examples of the information used to determine the impact and complete the EIA.	Examples are likely to include:	Population Data - e.g., demographic profile (Census),	Service Activity Data e.g., profile of patients using a service.	Consultation and Involvement findings - e.g., any engagement with service users, local community, specific groups.	Research - e.g., good practice guidelines, service evaluations, literature reviews, reports 	Participant knowledge - e.g., experiences of working with different or population groups, experiences of service users in other service areas / localities. 	
Engagement with key information assurance leads and specialists to interpret the prescribed legal agreement into our user access of the ICS Joined Intelligence Dataset Access & Use Policy. This includes NHSD/NHSE, AGCSU, Optum UK, Director of Population Health Intelligence & Analytics, and ICS IG Collaborative chaired by ICS chief digital and information officer. 	


2. Impact of decision 	In the following boxes detail the findings and impact identified (positive or negative) within the research detailed above; this should include any identified health inequalities which exist in relation to this work.		
As part of these considerations, you should consider how the ICB will be meeting the requirements of the Public Sector Equality Duty	• Removing or minimising disadvantages suffered by people due to their protected characteristics.	•	Taking steps to meet the needs of people from protected groups where these are different from the needs of other people.	•	Encouraging people from protected groups to participate in public life or in other activities where their participation is disproportionately low.	Before completing this section, you should ensure you can suitably answer the following:	What is the equality profile of the population i.e., service users/patients and/or workforce that is intended to benefit from the activity/project? 	(By collecting and analysing demographic data of protected characteristics relating to patients/service users and/or workforce, within the geographical area concerned, the ICB will be able to identify the groups that may be adversely affected at a greater proportion to others).	
2.1 Age	Describe age-related impact and evidence. This can include safeguarding, consent, and welfare issues.
No aspect of user age is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis, we will expand our system abilities to identify and address age-related inequalities and equity in health and care provision.
2.2 Disability	Describe disability-related impact and evidence. This can include attitudinal, physical, communication and social barriers as well as mental health/learning disabilities, cognitive impairments.
No aspect of user disability is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address disability inequalities and equity in health and care provision.
2.3 Gender reassignment (including transgender)	Describe any impact and evidence in relation to transgender people. This can include issues such as privacy of data and harassment.
No aspect of user gender reassignment (including transgender) is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address gender reassignment inequalities and equity in health and care provision.
2.4 Marriage and civil partnership	Describe any impact and evidence in relation to marriage and civil partnership. This can include working arrangements, part time working and caring responsibilities.
No aspect of user marriage or civil partnership is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address marriage or civil partnership inequalities and equity in health and care provision.
2.5 Pregnancy and maternity	Describe any impact and evidence in relation to Pregnancy and Maternity. This can include working arrangements, part time working and caring responsibilities.?
No aspect of user pregnancy and maternity is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address pregnancy and maternity inequalities and equity in health and care provision.
2.6 Race	Describe race-related impact and evidence. This can include information on different ethnic groups, Roma gypsies, Irish travellers, nationalities, cultures, and language barriers.
No aspect of user race is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address race inequalities and equity in health and care provision.
2.7 Religion or belief	Describe any impact and evidence in relation to religion, belief or no belief on service delivery or patient experience. This can include dietary needs, consent, and end of life issues.
No aspect of user religion or belief is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address religion inequalities and equity in health and care provision.
2.8 Sex	Describe any impact and evidence in relation to men and women. This could include access to services and employment.
No aspect of user sex is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address sex inequalities and equity in health and care provision.
2.9 Sexual orientation	Describe any impact and evidence in relation to heterosexual people as well as lesbian, gay and bisexual people. This could include access to services and employment, attitudinal and social barriers.
No aspect of user sexual orientation is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address sexual orientation inequalities and equity in health and care provision.	
2.10 Carers	Describe any impact and evidence in relation to part-time working, shift-patterns, general caring responsibilities. (Not a legal requirement but a ICB priority and best practice)
No aspect of user carers is taken into the decision maker process or known by approving personnel.	By approving access to a wider range of system analysis we will expand our system abilities to identify and address careers inequalities and equity in health and care provision.
2.11 Other disadvantaged groups	Describe any impact and evidence in relation to groups experiencing disadvantage and barriers to access and outcomes. This can include socio-economic status, resident status (migrants, asylum seekers), homeless people, looked after children, single parent households, victims of domestic abuse, victims of drug/alcohol abuse. This list is not finite. This supports the ICB in meeting its legal duties to identify and reduce health inequalities.
	The joined Intelligence dataset policy has been designed to ensure that equality aspects are considered so no person within the population of Lincolnshire is affected by this policy.	The purpose of this policy is to ensure that the population of Lincolnshire are treated in a fair, equitable manner and to give consistency in decision-making irrespective of age, disability, race, religion and belief, gender, sexual orientation, or other disadvantaged groups.	It is important that we can approve user access to the ICS joined intelligence dataset to organisations with direct responsibility for addressing the health and care needs of migrants, asylum seekers, homeless people, looked-after children, single parent households, victims of domestic abuse, victims of drug/alcohol abuse as well as other cohorts of need.	If access is not approved, there is increased risk that inequalities could be widened for cohorts of our local population. Where services are designed and/or evaluated without the benefit of the patient-level joined dataset, resultant interventions may not be as refined and targeted as for organisations and appropriate users who have access.


3. Human rights	The principles are Fairness, Respect, Equality, Dignity and Autonomy.
Will the proposal impact on human rights?	Yes	o	No	þ
Are any actions required to ensure patients’ or staff human rights are protected?	Yes	o	No	þ
If so, what actions are needed? Please explain below.




4. Health Inequalities. 		The Health and Social Care Act 2012 established the first specific legal duties on s ICB’s to have regard to the need to reduce inequalities between patients in access to, and outcomes from, healthcare services and in securing that services are provided in an integrated way. These duties had legal effect from April 1st, 2013. 	The duties require that ICB’s properly and seriously takes into account inequalities when making decisions or exercising functions, and has evidence of compliance with the duties, whilst also assessing how well commissioned providers have discharged their legal duties on health inequalities.	
What evidence have you considered to determine what health inequalities exist in relation to your work? 		This can include local and national research, surveys, reports, research interviews, focus groups, pilot activity evaluations or other Equality Analyses. If there are gaps in evidence, state what you will do to mitigate them. 		 (This may be different or similar to that which has informed the EIA)		

The ICS joined intelligence dataset has the specific purpose of supporting the identification and appropriate resolution of health inequalities and inequity in the provision of health and care services and in health outcomes.	The policy itself only relates to the approval process for ICS user access. 
What is the potential impact of your work on health inequalities? Can you demonstrate through evidenced based consideration how the health outcomes, experience and access to health care services differ across the population group and in different geographical locations that your work applies to?		If you feel that the project will not impact / be relevant to Health Inequalities, please give a rationale.	
By approving ICS user access to our ICS joined intelligence dataset we are supporting the system in its abilities to addresses health inequalities.
3. How can you make sure that your work has the best chance of reducing health inequalities?
By ensuring appropriate users can access the ICS joined intelligence dataset. 



5. Engagement/consultation 	What engagement is planned or has already been done to support this project?		It is expected that the ICB will have carried out a level of engagement with those affected whether formal or informal. This should be focussed to the groups most affected. 	
Engagement activity		With whom?	e.g., protected characteristic/group/community	Date
SIRO, and SRO for Population Health Management 	SIRO, and SRO for Population Health Management	May 2023
DARS Application 	NHS Digital and NHS England  	June 2022
Lincs- Optum Data/ Technical Group	Director of Population Health Intelligence & Analytics	5th October 2022
Lincs- Optum Data/ Technical Group 	NHS Arden and Gem CSU	Business Intelligence and Information Governance 	5th October 2022 
Lincs- Optum Data/ Technical Group	Optum UK 	5th October 2022 
Meeting with risk and audit committee chair to discuss policy in full	Risk & Audit committee chair 	31st March 2023 
Launch of Joined Intelligence dataset reporting suite	ICS Joined Intelligence dataset Users	October 2022 
Please summarise below the key finding / feedback from your engagement activity and how this will shape the policy/service decisions e.g., patient told us, so we will… (If a supporting document is available, please provide it or a link to the document)
In addition to the activities in the planned engagement above, all users who are provided access undergo training and awareness processes and sign-up to comprehensive user agreements. Points of contact are provided for queries relating to access and use of ICS joined intelligence dataset. Organisational and system programme boards within the ICS have been briefed.	This approach has been approved by the PHM Steering Group. 	


6. Mitigations and changes	If you have identified mitigations or changes, summarise them below. E.g., restricting prescribing over the counter medication. It was identified that some patient groups require high volumes of regular prescribing of paracetamol, this needs to remain under medical supervision for patient safety, therefore an exception is provided for this group which has resolved the issue.		Are these vital to the project continuing? 
	Considered and none required.


7. Is further work required to complete this EIA?	Please state below what work is required and to what section e.g., additional consultation or engagement is required to fully understand the impact on a particular protected group (e.g., disability)
Work needed		Section	When	Date completed
None 			
			


8. Development of the Equality Impact Analysis 	If the EIA has been updated from a previous version, please summarise the changes made and the rationale for the change, e.g., Additional information may have been received – examples can include consultation feedback, service Activity data
Version	Change and Rationale	Version Date
e.g., Version 0.1	The impact on wheelchair users identified additional blue badge spaces are required on site to improve access for this group.	26 September 2017
Version 1.0 		14th April 2023 
		
		



9. Final Sign off 	Completed EIA forms must be signed off by the completing manager. They will be reviewed as part of the decision-making process. Service lines should maintain an up-to-date log of all EIAs.
Version approved:	
	Name	Date
Signature of responsible officer 	Katy Hardwick	04/05/2023
Which committee will be considering the findings and sign off the EA?	Equality & Diversity Group	04/052023
Minute number (to be inserted following presentation to committee)	Via email.	





Appendix C 
Sub- license Agreement template.



















Appendix D 
Lincolnshire ICS Joined Intelligence User Agreement
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SOP for Re-identification
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Sub-licensing (Onward Sharing) 
Commissioning Data with ICS Members 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







 
 


1. Introduction 


The ICB as the legal entity has permission under its Data Sharing Agreement with NHS 
Digital, to share health and care data received from NHS Digital with members of their ICS. 
The purpose will be limited to commissioning as described within the terms of this 
agreement. Any ICS member organisation wishing to access the Data will be required to 
agree with the terms of this Sub-licence Agreement with the ICB. 


This Licence agreement comprises four parts: a) Sections 2-12– set the terms of the Licence 
Agreement; b) Schedule 1- details the purpose for which the Data has been requested under 
this agreement; c) Schedule 2- provides a definition to the terms used in this agreement; d) 
Schedule 3- sets out the legal basis under which the data will be shared; Annex A -details 
information about the Data Sharing Agreements between the ICB and NHS Digital under 
which the ICB is permitted to sub-licence the Data. 


2. Parties 


This Licence Agreement is made between: 


The Integrated Care Board 


Organisation Name: NHS Lincolnshire Integrated Care Board 
Address: Bridge House, Unit 16, The Point, Lions Way, 


Sleaford, Lincolnshire, NG34 8GG 
 


Telephone: 01522 573939 
 


And 
 


The Sub-licensee(s) – The ICS member organisation who has requested access to NHS 


Digital–linked data (here referred to as ‘the Data’) and to whom the Data will be licensed. 


Sub-licensee: United Lincolnshire Hospitals NHS Trust 
Address: Greetwell Rd, Lincoln LN2 5QY, United Kingdom 


Telephone: 01522 512512 
 


Sub-licensee: Lincolnshire Community Health Care Services 
Address: Beech House, Witham Park, Waterside South, 


Lincoln. LN5 7JH 
Telephone:  01522 308686 


 
Sub-licensee: Lincolnshire Partnership Foundation Trust 
Address: St George's, Lincoln LN1 1FS 
Telephone: 01522 309200 


 
Sub-licensee: Lincolnshire County Council 
Address: County Offices, Newland, Lincoln LN1 1YL 


Telephone: 01522 552222 



https://www.google.com/search?q=Lincolnshire+Community+Health+Care+Services+Beech+House%2C+Witham+Park%2C+Waterside+South%2C+Lincoln.+LN5+7JH&oq=Lincolnshire+Community+Health+Care+Services+Beech+House%2C+Witham+Park%2C+Waterside+South%2C+Lincoln.+LN5+7JH&aqs=edge..69i57.3699j0j1&sourceid=chrome&ie=UTF-8





 
 


 
 
 
 


3. Duration 


Start date 1st March 2023 


End date 18th October 2025 


The ‘End date’ state above will not exceed the ‘End date’ agreed on the Data Sharing 
Agreement between the ICB and NHS Digital. 


4. The purpose of this Licence Agreement:  
 


4.1 Detail arrangements for termination or expiry of this contract. 


4.2 Clarify the responsibilities and commitments of the parties in relation to the Data which 


will be provided by the ICB to the User under this Licence Agreement. 


4.3 Set out the audit rights of the ICB and NHS Digital. 


4.4 Outline the data security principles and requirements with which the ICB and the User 


must comply. 


5. Term and termination   
 


5.1 This Agreement shall commence on the Start date and shall continue until the End Date 


if not terminated in accordance with the terms of this Agreement. 


5.2 Without prejudice to any other right or remedy available to it, NHS Digital or the ICB may 


terminate this Agreement at any time for any reason with immediate effect by giving 28 


days’ written notice. 


5.3 This Agreement will be automatically terminated should the Data Sharing Agreement 


between NHS Digital and the ICB cease. 


5.4 Clause 4 (Term and termination) shall survive the termination or expiry of this 


Agreement, as shall any other Clause which, by its nature, is intended to survive 


termination or expiry. 


5.5 Termination or expiry of this Agreement shall not affect any rights, remedies, obligations 


or liabilities of the parties that have accrued up to the date of termination or expiry, 


including the right to claim damages in respect of any breach of the agreement which 


existed at or before the date of termination or expiry. 


5.6 Upon termination or expiry of the agreement, the Sub-licensee must securely destroy 


the Data provided and provide a data destruction certificate to the ICB within 28 days. 


6. Responsibilities  
 


6.1 The ICB shall: 


6.1.1 Reserve the right to monitor, record, and audit, or to request a written report from 


the User regarding the use, and activities relating to the use of the Data under 


this Licence Agreement by the User (as defined below) during the lifetime of this 


Agreement, this includes the entry of the premises where the data are accessed 


at its own discretion and when required by NHS-Digital. 







 
 


6.1.2 The ICB reserves the right to temporarily or permanently withdraw access to data 


and apply further penalties where it believes a User is not in compliance, or does 


not intend to comply, with the terms which the User agreed under this Agreement 


and the User has agreed under Secure Access User Agreement. 


 


6.2 The Sub-licensee shall: 


6.2.1 Process the Data only in accordance with the terms of this Sub-licence 


Agreement. 


6.2.2 Use the Data only for the purpose of commissioning as described in Schedule 1. 


6.2.3 Maintain its Data Security Protection Toolkit and Information Commissioners 


Office Registration for the duration of the agreement. 


6.2.4 Update its transparency notice to inform the public of this data sharing 


6.2.5 Immediately take the following actions if the Sub-licensee becomes aware of a 


data breach: 


a) notify the ICB 


b) the sub-licensee shall assess whether a “Serious Incident Requiring 


Investigation” report needs to be made, and, 


c) if a report is made, follow the outcome under that report. 


6.2.6 When using and processing the data, the User shall comply with and have regard 


at all times to:  


a) All Applicable Law  


b) Good Industry Practice Guidance; and  


c) the data security requirements set out as part of this Licence Agreement, and 


d) the responsibility of the User to understand and comply with the terms of this 


licence. 


7. Processing activities  
 


7.1 The datasets that are permitted to be shared are ICB commissioning datasets as listed 


here - https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-


datasets  


7.2 The Data provided under this Licence Agreement may only be processed and stored 


within the United Kingdom. 


7.3 The data provided will be aggregated or pseudonymised record level data. 


7.4 The provider unique local patient ID will not be included. 


7.5 Permitted data linkage is as described in the ICB’s Data Sharing Agreement with NHS 


Digital. 


7.6 Data should be segregated from other datasets and additional linkage is not permitted. 


8. Onward Sharing 
 


8.1 Onward sharing of data by the sub-licensee is strictly prohibited. 


8.2 The sub-licensee may share data with a data processor but only with the explicit consent 


of the ICB.  


9. Direct Care 
 


9.1 Re-identification of data is only permitted for the purpose of direct care where it may only 


be re-identified and shared with those health or care professionals who have a legitimate 


relationship to the patient and a legitimate reason to access the data. 



https://digital.nhs.uk/services/data-services-for-commissioners/commissioning-datasets
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9.2 The ICB Caldicott Guardian will be responsible for managing which individuals are able 


to make re-identification requests. 


9.3 In all cases, the re-identification will be processed by NHS Digital via the DSCRO. 


10. Confidentiality 


The sub-licensee: 


10.1 Must keep the Data confidential, and shall not disclose it to any third party except where 


expressly permitted to do so in accordance with the terms of this Licence Agreement; 


and  


10.2 Must use the Data only in so far as is necessary to perform its obligations and exercise 


its rights under this Licence Agreement.  


10.3 The User will take all reasonable precautions to prevent any un-authorised disclosure or 


use of the Data.  


10.4 Must act at all times so as to preserve the confidentiality of individuals and institutions.  


In particular to undertake not to use or attempt to use the materials to derive information 


relating specifically to an identified individual, family, area or institution nor to claim to 


have done so. 


11. Third Party- NHS Digital 
 


11.1 NHS Digital shall benefit from and can enforce the terms of the Licence directly in 


accordance with the Contracts (Rights of Third Parties) Act 1999 (without the 


involvement or consent of the ICB) against the Sub-licensee. 


11.2 NHS Digital shall have the right at any time and at its own discretion to perform an audit 


of the User, provided that the ICB is given seven (7) days’ notice where permissible and 


practicable. 


11.3 NHS Digital shall have the right to suspend, in whole or in part, the Licence in relation 


to all or part of the Data where: 


11.4 the Data Sharing Agreement granted by NHS Digital to ICB is suspended in whole or in 


part; or  


11.5 the Sub-licensee has not complied or is not complying with any of its obligations under 


the Licence, until the breach is resolved to NHS Digital’s reasonable satisfaction. 


11.6 The Sub-licensee shall have no rights in or to the Data other than the right to use the 


Data in accordance with the express terms of the Licence, which shall not exceed the 


licence permitted under the Data Sharing Agreement signed between ICB and NHS 


Digital. 


11.7 The Sub-licensee shall prospectively assign any and all future Intellectual Property 


Rights in any NHS-Digital Manipulated Data to NHS Digital, from creation and shall 


execute or procure the execution of any document, or shall perform, or procure the 


performance of any acts as may be required to give this effect. 


11.8 The User shall not have the right to assign, novate, transfer, charge, dispose of or deal 


in any other manner with the licence, or any of its rights or beneficial interests under it, 


or purport to do the same, nor sub-contract any or all of its obligations under the Licence 


without the prior written consent of both NHS Digital and ICB.  


 







 
 


12. Signatures 


By signing this Data Sharing Agreement, the parties agree to be bound by the terms of this 
Agreement. 


ICB 


As the organisation responsible for the User, I understand that such an organisation could 
be liable to any penalties in the event of breach of any of the terms of this Licence. 


Signed on behalf of the ICB:  


Signature:  


Title, forename, surname:   Matt Gaunt  


Role: 
 


Director of Finance and Business Intelligence/ SIRO  
 


Email address 
           m.gaunt@nhs.net 


 


Telephone: 
07583117492 


Date:  


The Sub-licensee 


By signing this Agreement, I, the Sub-licensee, confirm that I have read and understood the 
terms of this Agreement and I am able to comply with terms of it. 


Signed on behalf of the Sub-licensee: Lincolnshire Partnership Foundation Trust 


Signature: 
  


 


Title, forename, surname: Mark Platts 


Role: Director of Finance and Information/SIRO 


Email address 
Mark.platts1@nhs.net 


 


Telephone:  


Date:  
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Signed on behalf of the Sub-licensee: Lincolnshire County Council 


Signature:  


Title, forename, surname: Andrew Crookham   


Role: Executive Director – Resources/SIRO 


Email address Andrew.crookham@lincolnshire.gov.uk 


Telephone:  


Date:  


 


Signed on behalf of the Sub-licensee: Lincolnshire Community Health Services 


Signature:  


Title, forename, surname: Ceri Lennon  


Role: Director of People and Innovation/ SIRO  


Email address 
ceri.lennon@nhs.net 
 


Telephone:          01522 308686 


Date:  


 


Signed on behalf of the Sub-licensee: United Lincolnshire Hospitals NHS Trust  


Signature:  


Title, forename, surname: Barry Jenkins  


Role: Director of Finance and Digital / SIRO 


Email address Barry.jenkins@ulh.nhs.uk  


Telephone:  


Date:  
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Schedule 1 


Commissioning Definition 


 


The data can only be used for the purpose of commissioning as described below: 
 


• Population health management: 


• Data Quality and Validation - allowing data quality checks on the submitted data 


• Thoroughly investigating the needs of the population, to ensure the right services are 
available for individuals when and where they need them 


• Understanding cohorts of residents who are at risk of becoming users of some of the more 
expensive services, to better understand and manage those needs 


• Monitoring population health and care interactions to understand where people may slip 
through the net, or where the provision of care may be being duplicated 


• Modelling activity across all data sets to understand how services interact with each other, 
and to understand how changes in one service may affect flows through another 


• Service redesign 


• Health Needs Assessment - identification of underlying disease prevalence within the local 
population 


• Patient stratification and predictive modelling - to highlight cohorts of patients at risk of 
requiring  hospital admission and other avoidable factors such as risk of falls, computed 
using algorithms  executed against linked de-identified data, and identification of future 
service delivery models 


• Demand Management - to improve the care service for patients by predicting the impact 
on  certain care pathways and support the secondary care system in ensuring enough 
capacity to manage the demand. 


• Support measuring the health, mortality or care needs of the total local population 


• Provide intelligence about the safety and effectiveness of medicines. 


• Allow analysis of patient pathways across healthcare and social care. 


• Risk Stratification using pseudo data - using a tool for identifying pseudonymised patients 
at  risk. The pseudonymised patient level data is then shared with health and care 
professionals with a legitimate relationship to the patient who are able to request re-
identification when required for direct care purposes 


 
 


 


 


 


 


 


 


 


  







 
 


Schedule 2 


Interpretation 


 


In this Licence Agreement the following expressions have the following, meaning: 


“Data” The health and care data provided by NHS Digital 


“Data Controller” Has the meaning set out in the Data Protection Legislation; 


“Data Protection 
Legislation” 


Means any law, statute, declaration, decree, directive, 
legislative enactment, order, ordinance, regulation, rule or 
other binding restriction (as amended, consolidated or re-
enacted from time to time) which relates to the protection 
of individuals with regards to the Processing of Personal 
Data to which a party to this Agreement is subject, 
including: (a) the Data Protection Act 1998 2018 and EC 
Directive 95/46/EC (up to and including 24 May 2018); and 
(b) the UK GDPR (from and including 25 May 2018) 


“Direct identifiable 
personal data”  


Refers to direct identifiers such as name, full address, 
postcode, NHS Number; 


“DSCRO” Data Services for Commissioners Regional Offices 


"Good Industry Practice" The degree of skill, care, prudence, foresight and operating 
practice which would reasonably and ordinarily be 
expected from time to time of a skilled and experienced 
person engaged in the same or similar type of undertaking 
or carrying out the same or similar type of activities as the 
Data Recipient; 


“ICB” Integrated Care Board 


"Intellectual Property 
Rights" or "IPR" 


all intellectual property rights including copyright, database 
rights, trademarks and trade names, patents, topography 
rights, design rights, trade secrets, know-how and all rights 
of a similar nature or having similar effect which subsist 
anywhere in the world, whether or not any of them are 
registered and applications for registrations of any of them; 


“Legitimate 
Relationship” 


Is when there is a valid subject / data recipient relationship 
e.g. a GP receiving data for a patient at their practice. 


"Manipulated Data" Any Data that has been Manipulated, unless and until it 
qualifies as Derived Data (to be determined at the sole 
discretion of the ICB and NHS Digital); 


"Personal Data" 


 
Means any Personal Data (as defined in the Data 
Protection Legislation) processed by either Party in 
connection with this Agreement; 


"Process" and "processing" 
 


Has the meaning set out in the Data Protection Legislation; 







 
 


“Pseudonymised” 
processing of personal data in such a manner that the 
personal data can no longer be attributed to a specific data 
subject without the use of additional information, provided 
that such additional information is kept separately and is 
subject to technical and organisational measures to ensure 
that the personal data are not attributed to an identified or 
identifiable natural person 


“Re-Identify & Re-Id” 
These terms are both used interchangeably in order to 
describe a process of making anonymised data re-
identifiable. 


“Sub-licence Agreement” 
Means this Data Sharing Agreement between the ICB and 
the Sub-licensee  


“Sub-licensee” 
An organisation who receives data through a Sub-license 
agreement 


“Term” 
The term for which the Data Recipient is permitted to use 
the Data as defined in this Licence Agreement; 


“User” 
The sub-licensee employee accessing the Data provided 
under this Licence Agreement 


 


 


  







 
 


Schedule 3 
Legal Basis 


 
Processing 
Article 6(1)(e)  
(processing is necessary for the performance of a task in the public interest or in the 
exercise of official authority vested in the controller) 
Public Authority: The Data Protection Act 2018 s7(1)(a) defines ‘public bodies’ for the 
purpose of the GDPR as “a public authority as defined by the Freedom of Information 
Act 2000”.  
 
The FOI Act 2000 Part 1, section 3 (1)(a)(i) specifies that a public authority means any 
body which is listed in Schedule 1. Members of the Integrated Care System (ICS) 
include the Integrated Care Board (ICB), Local Authorities, NHS Trusts, voluntary and 
community health organisations and GP’s. 
 
Schedule 1 of the FOI Act 2000 list the following organisations:  
7 – Local Authorities 
37B – Integrated Care Boards 
40 – National Health Service Trust 
43A - Any person providing primary medical services (General Practitioners) 
44 – Any person providing general medical services (voluntary and community health 
organisations) 
Public Task: All of these organisations play a key role in providing health services to 
patients in England under a number of sections of the health and social care act 2012 
and it is in the public interest for these organisations to have access to health data in 
order to ensure these services are performing effectively.  
 
Article 9(2)(h)  
(processing is necessary for the purposes of preventive or occupational medicine, for 
the assessment of the working capacity of the employee, medical diagnosis, the 
provision of health or social care or treatment or the management of health or social 
care systems and services on the basis of Union or Member State law or pursuant to 
contract with a health professional and subject to the conditions and safeguards referred 
to in paragraph 3)  


- The data is required for the purpose of commissioning. 


- The data required is the least intrusive to the data subject possible to be able to 


conduct their functions. 


- The data required for commissioning purposes is pseudonymised by NHS Digital to 


minimise the risk of identification. 


 
Article 9(3) 
(Personal data referred to in paragraph 1 may be processed for the purposes referred 
to in point (h) of paragraph 2 when those data are processed by or under the 
responsibility of a professional subject to the obligation of professional secrecy under 
Union or Member State law or rules established by national competent bodies or by 
another person also subject to an obligation of secrecy under Union or Member State 
law or rules established by national competent bodies.) 
Section 11 - Special categories of personal data etc: supplementary 
(1) For the purposes of Article 9(2)(h) of the GDPR (processing for health or social care 
purposes etc), the circumstances in which the processing of personal data is carried out 







 
 


subject to the conditions and safeguards referred to in Article 9(3) of the GDPR 
(obligation of secrecy) include circumstances in which it is carried out— 
(a) by or under the responsibility of a health professional or a social work professional, 
or 
(b) by another person who in the circumstances owes a duty of confidentiality under an 
enactment or rule of law. 
The Caldicott Guardian/Clinical Director is a health professional and acts as a guardian 
responsible for safeguarding the confidentiality of patient information. 
 
Dissemination 
Health and Social Care Act 2012 - s261 (5) (d) 
Under section 261 of the Health and Social Care Act 2012, NHS Digital is able to 
disseminate data where it supports a statutory function of the organisation. 
 
Common Law Duty of Confidentiality 
As pseudonymised data is not considered “confidential data”, the common law duty does 
not have to be met. Any reidentification of data for the purpose of direct care will be 
under the legal gateway of “implied consent”. 
National Data Opt Outs will not be applied to the pseudonymised data released by NHS 
Digital. 
Re-identification of patients for the purpose of direct care will not be subject to national 
data opt outs. 


  







 
 


Annex A  
The ICB’s Data Sharing Agreements with NHS Digital 


 


This Licence Agreement is dependent on the ICB maintaining the Data Sharing Agreements 
with NHS Digital. These are referenced on the table below: 


 


NHS Reference Number 


DARS-NIC-616929-K6X7D-v0.3 


 





		1. Introduction

		2. Parties

		3. Duration

		4. The purpose of this Licence Agreement:

		5. Term and termination

		6. Responsibilities

		7. Processing activities

		8. Onward Sharing

		9. Direct Care

		10. Confidentiality

		11. Third Party- NHS Digital

		12. Signatures
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*Lincolnshire ICB Data Access Request Service (DARS) Application  
** NHS England (2023); ‘What is commissioning’, NHS commissioning » What is commissioning? 
(england.nhs.uk) 
*** Processes are in place to support re-identification for direct care purposes where a clinician has 
a legitimate caring relationship with the patient, and supported by AGEM CSU, authorised 
individuals will receive identifiable information to re-identify a patient. 
 
V2 – July 2023 - Review July 2024 
 


Lincolnshire ICS Joined Intelligence Dataset User Agreement 
This agreement sets out the key principles and rules which must be followed when 
accessing the Lincolnshire ICS Joined Intelligence Dataset and any tools derived from it.  


Access to the data and tools is strictly controlled, with use and onward sharing limited to the 
terms of this agreement.  


All users of the Lincolnshire ICS Joined Intelligence Dataset must agree to, and abide by, 
the terms of use.  


If the terms are broken access will be removed, and action may be taken in relation to 
inappropriate activity which breaches legitimate use and limitations, as required.  


When accessing or using data from the linked data model: 


You Must:  Complete mandatory Data awareness training for your 
organisation on an annual basis. 


 Only access the dataset and related tools for agreed purposes, 
namely ‘providing intelligence to support the commissioning of 
health services* for the ‘continual process of planning, agreeing, 
and monitoring services**. 


 Follow your own organisational policy for reporting and managing 
any data breach or potential breach.  


 Additionally report any data breach, potential data breach or 
access, use or sharing of data outside of the terms of this usage 
agreement to agem.lincs.ig@nhs.net and licb.phm.lincs@nhs.net 


 Agree to act with integrity and discretion when using the data.  
 Apply small number suppression and non-disclosure rules in the 


sharing of any outputs of your analyses in line with NHS England 
and ONS guidance.  


 Take all reasonable steps to minimise the risk of identification of 
any individual in the dataset.  


 Include reference to the source on all outputs derived from the 
joined data as follows: Lincolnshire ICS Joined Intelligence 
Dataset, NHS Lincolnshire ICB, 2023 [or other applicable year, 
based on date of data access]. 


 Agree to attend dataset training sessions and required to attend if 
any updates are applied.  


 
You Must not:  Attempt to link to any other patient-level data.  


 Draft for use as user requirements whilst awaiting formal 
approval.  



mailto:agem.lincs.ig@nhs.net
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V2 – July 2023 - Review July 2024 
 


 Attempt to identify specific individuals from the data other than 
through the approved re-identification process***. 


 Attempt to reverse engineer or decipher any pseudonymisation, 
anonymisation or suppression logic.  


 Disclose personal data from the dataset to other parties without 
prior consent.  


You May:  Extract outputs for agreed purposes and create aggregate level 
analyses. 


 Produce analyses from the data for the purposes outlined above. 
Lincolnshire ICS Joined Intelligence Dataset User Agreement 
 


Please sign below to agree to adhere to the terms set out above. 


 


Users Details:  
Name  
Position    
Organisation   
Signature   
Date   


 


Organisation Approvers Details:  
Name  
Position    
Organisation   
Signature   
Date   


 


On Behalf of NHS Lincolnshire ICB Details:  
Name Katy Hardwick 
Position   Director of Intelligence & Analytics   
Signature   
Date   
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Organisation Approvers  
Organisation Name  Email Address  
NHS Lincolnshire ICB Katy Hardwick katy.hardwick@nhs.net 


 
Lincolnshire County Council  Andy Fox  andy.fox@lincolnshire.gov.uk 
NHS Arden & Gem CSU  Aaron Atkinson  aaron.atkinson@nhs.net 


 
Optum  Marcus Green marcus.green@optum.com 


 
Lincolnshire Community 
Health Service  


Dr Anne-Louise Schokker anne-louise.schokker@nhs.net 


Lincolnshire Partnership 
Foundation Trust  


Dr Girish Kunigiri lpft.caldicottguardian@nhs.net 


United Lincolnshire Hospital 
Trust 


Andrew Simpson  Andrew.Simpson@ulh.nhs.uk 
cc: info.gov@ulh.nhs.uk 
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Patient Re-identification Guide 
 


For those users that have access to patient level data within GEMIMA, they will need to enable the 


PCD function (Patient Confidential Data) following the steps below.  You will be sent a “one time 


code” to either your email address or your mobile phone which will enable access for up to 6 hours. 


(If you do not have access to patient level data this part does not apply). 


 


 


 


 
 


1. Access your report list, by clicking  on the relevant report tiles from the home page 


 


2. If you need to , you can add or amend your  registered email or mobile phone number,  from 


the  “Manage User Profile” screen, which can be selected from the drop down menu next to 


your name at the top right of the screen.  


 


 
 


3.  Select the “Turn On PCD”  button 


Please be aware that access to Patient Level Data should only be for users that are responsible for Direct Patient 


Care. The Caldicott Review (March 2013) defines direct patient care as a clinical, social or public health activity 


concerned with the prevention, investigation and treatment of illness and the alleviation of suffering of individuals. It 


includes supporting individuals' ability to function and improve their participation in life and society. It includes the 


assurance of safe and high quality care and treatment through local audit, the management of untoward or adverse 


incidents, person satisfaction including measurement of outcomes undertaken by one or more registered and 


regulated health or social care professionals and their team with whom the individual has a legitimate relationship 


for their care. 
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4. To receive your “One-Time Code”, select either your registered email address or mobile 


phone number by ticking the corresponding box and select ”Request Code”.  


 


 
 


5. When you have received your code, click on “Step 2 – Submit One-Time Code “. 


 


 


6. Enter the code in the following box and then Click “Submit”. 


  


 
 


7. Once you have entered your details, a slide button which allows you to turn PCD view on and 


off will appear and the PCD person icon is now highlighted blue  


 


 
 


8. To open the report, click on either the report icon or report name 
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For In-Line Reports, such as Risk Stratification, this will generate the patient list, including NHS 


number and patient name as shown below: 


 


For Non In-line Reports  


a) To re-identify patients, click on the Pseudo NHS Number so that the box turns blue 
 


                        


 


 


b) Select Re-identify.    
 
To select more than one patient, click the first patient and then  shift key and click the last 
patient in the list, they should all turn blue, then  select re- identify. 
 
To pick several patients individually, click the first patient so they turn blue, then control and 
click each additional patient, then select re- identify. 
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